Bellator User Manual

1. INTRODUCCION.
Bellator is an IT systems audit tool based on predefined security templates.

Therefore the Bellator intention is to check if the parameters included in the
templates are applied and review its deployment status.

Bellator can be used to audit an IT system after apply the secure
configuration or in a scheduled manner to know the secure configuration
fulfilment and to find out if any no declared modification has occurred.

There are two types of templates:

e Security Local Policy, of which extension is .INF.

e Security Administrative Templates (within the Local Computer
Directive, both the Computer Configuration and the User
Configuration), of which extension is .POL.

The Security Local Policy template can be obtained in two ways:

e Through Microsoft, thanks to its secure configuration guides, the
templates (.INF) to check can be downloaded.

e Exporting from a previously secure configured system, (secedit
/export /cfg [filename.inf]), in this way it could be checked scheduled
any modification in the initial configuration.

The Security Administrative Templates can be obtained from the secure
configured system Group Policy folder.

In addition the information related to the previously exposed templates, the
Bellator audit tool shows other interesting data as users, groups, operating
system details, service packs, partitions, disk space and RAM memory.

2. USERS MANUAL

a. Requirements

To work properly Bellator require the Microsoft tool “SubInACL.exe” to
obtain security information about files, registry keys, and services in SDDL
(Security Descriptor Definition Language).

It is also essential to have the library msvcr70.dll in the audited system,
which is a module which contains functions of the C standard library.

Both files are are integrated in the Bellator executable, if not, they should
be included in the same folder.

Bellator requires as input the templates (INF and POL) which previously
have been described. It is essential to rename the files as:

e Template.inf. As the Security Local Policy.

e RegistryM.pol and RegistryU.pol. As computer administrative
configuration template and user administrative configuration template
respectively.


http://www.microsoft.com/downloads/details.aspx?FamilyID=E8BA3E56-D8FE-4A91-93CF-ED6985E3927B&displaylang=en
http://msdn.microsoft.com/en-us/library/aa379567(VS.85).aspx
http://msdn.microsoft.com/en-us/library/aa379567(VS.85).aspx

Bellator has been tested in standalone computers which do not belong to
any domain (Windows Server/Professional eng and spa, and Windows XP
Professional eng and spa).

The most of the functions work properly over computers which belong to
any domain, specifically those local related parameters. All the policies
different to registry parameters could not work properly due to it has not
been tested in domain computers.

Nowadays it is going tested correctly in Windows 2003.

b. Execution
After the configuration the Bellator.exe shall be executed.

Bellator will ask if the user wants a detailed report with the data obtained,
in addition to the results report generated anyway.

Bellator v.1.5 x|

Do o wank a detailed repaort (allResulk, Exk)?,

Yes Mo | Zancel |

When finish Bellator notify user the correct execution, as well as reports
name.

Bellator v.1.5 x|

Praogram finished,
Results in File: "Bellator_22042010.Ext" and "AllResult_Bellator 22042010, Ext",

By Ricardo Ramos (rramosg@gmail, com)

c. Security Local Directive templates structure

Security template must have a specific format, grouping each audit module
according to specific labels (i.e. [Application Log]):

[Event Audit]

AuditSystemEvents = 3

AuditLogonEvents = 3

AuditObjectAccess = 3

AuditPrivilegeUse = 2

AuditPolicyChange =1

[Service General Setting]
Alerter,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCLCSWLOCRR
C;;;IU)(A;;CCLCSWRPWPDTLOCRRC;;;SY)(A;;CCLCSWLOCRRC;;;AU)S:(AU;FA;CC
DCLCSWRPWPDTLOCRSDRCWDWO;;;WD)"
CiSvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCLCSWLOCRRC
;17 IU)(A; ;CCLCSWRPWPDTLOCRRC;;;SY)(A;;CCLCSWLOCRRC;;;AU)S:(AU;FA;CCD
CLCSWRPWPDTLOCRSDRCWDWO;;;WD)"

They are listed below:



e [System Log], [Security Log], [Application Log]: System, Security
and application Events.

-ioix
|J Accidn Yer |J¢--’|| ||§ |
Arbol I Security Log 91,548 sucesos

@ Visar de sucesos (lacal) Tipo | Fecha | Hora | Origen | Categoria | SuCeso | LIsuario | Eill

Application Log @ Aciertos 20{04/2010 16:56:58 Security Sequimie... 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:58 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:53 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:53 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:48 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:47 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:42 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:42 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:37 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:36 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:31 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:31 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:26 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:26 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:21 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:21 Security Sequimie,,, 592 Admin E

@‘ﬂnciertos 20{04/2010 16:56:16 Security Sequimie.., 593 Admin E

@‘ﬂnciertos 20{04/2010 16:56:16 Security Sequimie,,, 592 Admin E
(@_?J‘/I’Aciertos 20{04/2010 16:56:10 Security Sequimie.., 593 .m:lminI _EILI

4 3

|

e [Event Audit]: Audit directive.

i
|J Accidn  Wer |J¢l -D||><||§ |

frbal I Directiva  / I Configuracion local I Configuracion vigente
@ Configuracisn de sequridad nuditar el acceso a objetos Correcto, Errdnen Sin auditoria
= Directivas de cuenta Auditar el acceso del servicio de di...  Sin auditoria Sin auditaria

v {8 Directiva de contrasefias P.uditar el cambio de directivas Sin auditaria Correcta, Errdnea
-8 Directiva de bloquen de cuentas nuditar el seguiniento de procesos  Sin auditoria Correcto, Errdneo
[ Directivas locales Auditar el uso de privilegios Sin auditaria Sin auditaria
B Frir de auditaoria P.uditar la administracidn de cuentas  Sin auditoria Correcto, Errdneo
{8 asignacion de derechos de usuario [8%] auditar sucesos de inicio de sesién Sin auditoria Correcto, Erréneo
{8 opciones de sequridad [8¥] Auditar sucesas de inicia de sesién...  Sin auditoria Correctn, Errdnen
() Directivas de dlaves piblicas [8¥) auditar sucesos del sistema sin auditaria Carrecto, Errdnen

g Directivas de sequridad IP en Maquina local

4| | »

e [Service General Setting]: Security information about the system
services.



Jnﬁ] Consola  Wentana  Avuda

=101 ]

D s d|m |-z

|J Accidn Wer  Favoritos “ = o= | | bt | %

Arbol I Favaritos | Mombre de servicio  # | tnicio | Permiso | -
[l Raiz de la conscla %Actualizaciones automnaticas Mo estadef...  Noestddef..,
E@ Configuracién v analisis %AgentInstaIIationService Mo estd def... Mo estd def..,
; Directivas de cuent %Alerter Mo estd def... Mo estd def...
Directivas locales %Application Management Aceptar Acepkar
Registro de suceso %ASP.NET Skate Service Mo estadef,., MNoestadef,,,
{8 Grupos restringidos %Background Inteligent Tram... Mo estadef... Noestddef..,
S| % ClipBook Aceptar Aceptar
%COI\H Ewent System Mo estd def... Mo estd def... o
- Sistema de archivo: %Cemputer Bironser Acepkar Aceptar
%Coordinador de transaccion.., Mo estadef... Mo estddef..,
% DHCP Client Arceptar Aceptar
l%«)Distrihuted Link Tracking Client  Aceptar Aceptar
% DMNS Client Aceptar Aceptar
% Event Log Aceptar Acepkar
%Fax Service Mo estad def... Mo esta def..,
%IBM Trace Facility Mo estadef,., MNoestddef,,,
%Internet Connection Shaving Mo estd def... Mo estd def..,
%IPSEC Palicy Agent Aceptar Acepkar
%Legical Disk Manager Areptar Aceptar
%Logical Disk Manager &dmini,.. Mo esta def,,, No esta def,.,
%Mcnfee McShield Mo estd def... Mo estd def..,
%Mcnfee Task Manager Mo estd def... Mo estd def..,
'%) Messenger Aceptar Acepkar
Fl | | LI %MicrosoFt Telnet Service Mo estadef...  Moestadef... :I

e [Privilege Rights]: User Privilege Rights.

=101
|J Accion  Yer |J¢' =y ||>< ||§ |
Arbol I Direckiva  / | Configuracidn local I Configuracion vigenke | o

@ Configuracion de seguridad

=-{J§ Directivas de cuenta

[ (8 Directiva de contrasefias

(08 Directiva de blogueo de cuentas
-8 Directivas locales

[ {8 Directiva de auditoria
Asignacion de dered
-8 opciones de sequridad

[Z1] Directivas de claves plblicas

g Directivas de seguridad IP en Maguina local

P.ct as part of the operating system
Add wirkstations to domnain
Back up files and directaries

Bypass traverse checking

Change the system time

Create a pagefile

Create a hoken object

Create global objects

Create permanent shared objects
Debug programs

Denegar el acceso desde lared a ...
.Denegar el inicio de sesidn coma s...
Denegar el inicio de sesidn coma k...
Denegar el inicio de sesidn localme. ..

Farce shutdown from a remote sy, ..
.Generate security audits

Increase quotas

Increase scheduling priority

iciar sesidn como proceso por lotes
Iniciat sesidn coma servicio

Inicio de sesidn local

Load and unload device drivers
Lock pages in memary

Manage auditing and security log

Modify firmware environment values
Profile single process

.Prefile system performance
Remove compuker From docking st...

B¥lRerlare & nrncess level Foken

Enable computer and user account. ..

Impersonate a client after authent. ..

*3-1-5-21-1248155...

Backup Operators,. ..
Backup Operators,P...
Power Users, Admini...

Administrators

SERWICE, Administra. ..

Adrministrators

ECD15302A5PNET

Administrators

Administrators, SER...
#5-1-5-21-12458158..,

Administrators

SYSTEM,ECDIS302Y...
#53-1-5-21-1248158...
*5-1-5-21-1248158...
Power Users, Admini...

Administrators
Administrators

Power Users, Admini...

Administrators

Power Users,Users, ...
#5-1-5-71-174815R. ..

*3-1-5-21-1248158...

Backup Operatars,...
Backup Operators,P...
Power Users, Admini. ..
Administrators

SERMWICE, Administra. ..

Administrators

ECD15302185PMET
Administrators

Administrators, SER. ..
#5-1-5-21-1245158..,
Administrators
SYSTEM,ECDIS302,...
#3-1-5-21-1248158. ..
*3-1-5-21-1133456. ..
Power Users, Admini. ..

Administrators
Administrators
Power Users, Admini. ..
Administrators
Power Users,Users, ...
#5-1-5-71-174515R. ..

|

e [Registry Keys]: Rights over system registry keys.




Tﬂl Consolal - [Raiz de la consola’, Configuracion y analisis de seguridad’,Registrot MACHINE: SYS ;lglil
J% Consola  Wentana  Avuda |J D = H | |;li|i||
|J fccion Wer  Favoritos “ Lo | | < | @ |

Arbol I Favaritos | Mombre del objeto / | Permisa | Auditar | valores... | -
[:l Raiz de la consola S @Arbiters Aceptar Acepkar 1]
E@ Configuracidn v andlisis de sequridad || EBackupRestore Aceptar Aceptar 0
: Directivas de cuenta &S Biasinfo Aceptar Aceptar 0
Directivas locales @ BiookYerificationProgram Arceptar Acepkar 0
Registro de sucesos @Class Aceptar Acepkar 1]
_8 Grupos restringidos @CoDeviceInstallers Arcepkar Acepkar i}
(& Servicios del sistema #45 CoM Mame Arbiter Aceptar Aceptar 0
El@ Registra @Computermame Acepkar Aceptar ]
: g CLASSES_ROCT @Contentlndex Aceptar Acepkar 1}

B 3 MCHINE @Contentlndex(:ommon Areptar Acepkar 0 |
HARDWARE @CrashControl Areptar Acepkar 0
" g:(TLIRITY @CriticalDeviceDatabase Arceptar Acepkar 0
b COFTWARE @Deviceclasses Aceptar Acepkar 1]
% SySTEM @FileSvstem Aceptar Acepkar 0
¢ ControlSetonl @GraphicsDrivers Aceptar Acepkar 0
¢ ContralSetinz @GroupOrderList Aceptar Acepkar 1]
¢ ControlSet00s @HAL Aceptar Acepkar 1]
% CurrentControlSet @hivelist Aceptar Acepkar ]
@ IDConfigDE Acepkar Aceptar ]
Enum @ Kevboard Layout Acepkar Acepkar 0
Hardware Profiles ~ @Kevboard Layouts Arceptar Acepkar 0
Fo) Jervices @Lsa Aceptar Acepkar 4
MountedDevices @ Mediaategaries Aceptar Acaptar ]

: Select = @Medialnterfaces Arepkar Acepkar i =

e [File Security]: System file security rights.

'Hi Consolal - [Raiz de la consola! Configuracién y an idad",Sistema de archivos] 10l =l
JB& Consola  Wentana  Ayuda |J O = | | _|ﬁl|5||
|J Accion  Wer  Favoritos “ o= | | X | @ |

Arbol I Favaritos I Mombre del objeto # | Permiso | Auditar | Yalores. .. |
(1 Raiz de la consala cy, Elerentos ...  Elemento... 4284

E@ Configuracion y analisic
+ Directivas de cusnt

Directivas locales

Registro de suceso
@ Grupos restringidos
[[8 Servicios del sistem

(8 registro

i b
| | |

e [Registry Values]: System Registry Keys values. It is related to
security options from the configuration guide.



& Editor del Registro

Reqistro  Edicién  Wer Favoritos  Awuda

= =]

{:l SwstemCertificates ;I Mombre | Tipo

| Dakos

(Predeterminado) REG_52

DisablePersonaIDirChange REG_DWORD
03 User Location Service [@8]aDriveTypeautoRun REG_DWORD
3 ven NoWeIcomeScreen REG_DWORD

VisualScriptEdit :
8 \.\'f:: FriptEdtar [@8nowindowsUpdate REG_DWORD

[ Web Service Providers
EI{:| findows

- Currentversion
#-Z1 applets

{27 Controls Falder
{1 Device Inskaller
#-{_ Explarer

D Extensions
-1 Group Palicy

#-Z1 Group Policy Objects
-] GrpCony

-2 Inkernet Settings
-2 Multimedia

-] MetCache

=3 Palicies

D ActiveDesktop

mILT Riin -:J -i-l———————————-I

{walor no
Q000000
Q000000
Q000000
Q000000

|Mi PCIHEEY _CURRENT _USER\SoftwareiMicrasoftiWindowsyCurrentyersionPolicies| Explarer

aE

For the moment Bellator do not cover the [System Access] Account
Directives.

d. Security Administrative Templates Structure

The RegistryM.pol and RegistryU.pol must fulfill the ABNF format. It must
not be modified with a text editor due to it is in a hexadecimal format and
could contains special characters.

3. COLLABORATIONS

Bellator is a project started time ago and it is the result of the effort
realized by its author, but it counts with collaborations in the different parts
of the projects, people who the author wants to thank for their altruist
support.

They are:

Manuel Rodriguez. In charge of coordinate the Bellator test over different
systems and environments.

Serg. For his contributions and his commercial actions.

Yago Molina. For his invaluable help, helping to start in the Windows
programming world.

Any other partner/friend/colleague by its ideas and something more.
4. CONTACT

For any suggestion, error, criticism (constructive) or simply for any question
related to Bellator, you can use the e-mail address
Bellator.audit@gmail.com.



http://download.microsoft.com/download/9/5/E/95EF66AF-9026-4BB0-A41D-A4F81802D92C/%5BMS-GPREG%5D.pdf
mailto:bellator.audit@gmail.com

Thanks a lot.
Ricardo.



